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World Animal Protection is a global animal protection organisation comprising affiliated 
entities working together in support of an agreed global strategy and bound through 
collaboration agreements to adhere to a set of corporate policies, principles and values. 
 
I    Scope 
1. All World Animal Protection staff, consultants, board members and volunteers. Staff means all 

employees of World Animal Protection, whether permanent, temporary or interim, in all its 
branches and subsidiaries and in all affiliated entities.   

2. All agencies who hold or process personal data on World Animal Protection’s behalf. 
 
II   The Policy 
World Animal Protection acquires, uses and stores the personal data of a variety of people for a 
variety of reasons. This policy is designed primarily to ensure that World Animal Protection globally 
has in place all necessary measures to protect from harm the data subjects whose data we hold; 
and secondarily, to ensure that we are protected as far as possible against liability arising from the 
possible mismanagement of personal data and sensitive personal data as defined under European 
privacy legislation. It does not relate to other types of data and information. 
 
It aims to meet the broad requirements of applicable legislation and regulation in all jurisdictions in 
which we operate; we are bound in any case to observe all relevant legislation, whether or not it is 
covered in this policy. In several parts of the world, organisations risk incurring substantial penalties 
or damages if they breach legal obligations in this area. A breach also has the potential to cause us 
significant reputational damage. 
 
The policy covers the acquisition, processing, storage, security, use, sharing, retention and disposal 
of all personal data by World Protection offices, staff, trustees and volunteers, and applies also to all 
other organisations which we contract to carry out any of the above actions on our behalf. Personal 
data includes all such data held electronically or on paper in an organised filing system. Where the 
term ‘data’ is used without qualification, this should be understood to mean personal data.  
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Enabling measures 
1. Every World Animal Protection office must be aware of the key features of its local data 

protection legislation. They must monitor any changes in legislation and inform the Data 
Protection officer at World Animal Protection International if these are likely to affect their ability 
to comply with this policy. 
 

2. All World Animal Protection offices must nominate a Data Protection lead to be responsible for 
liaising as necessary with their national data protection authorities and for ensuring local 
compliance with this policy. 
 

3. Every World Animal Protection office must have in place procedures which describe how the 
actions listed in the second paragraph of (II) above are carried out and how they actively 
comply with this policy and relevant local legislation. Where reasonable and possible, offices 
should aim not only to comply as a minimum requirement but to follow recognised best practice. 
 

4. All World Animal Protection offices must identify and define all categories of data they possess, 
and must nominate an owner for each category to have primary responsibility for the effective 
and legal management of their data. Categories are likely to include data of supporters and 
donors; trustees, employees, job applicants and volunteers; representatives of partner 
organisations and actual or potential targets for lobbying and other campaign activities. Staff 
should be aware of any other types and sources of data held. 
 

5. All World Animal Protection offices must identify all third-party organisations which have access 
to or handle our personal data and sensitive personal data on their behalf; and must ensure that: 
• all contracts and agreements with those parties commit them to processing (including storing) 

data in accordance with relevant legislative requirements and this policy  
• such contracts or agreements provide for reasonable action by us or by our appointed 

agent to verify that these conditions are being observed. 
 
6. Data protection security measures should be rigorous but proportionate to an office’s resources 

and to the assessed likelihood of harm to individuals concerned, while remaining fully compliant. 
 
7. All offices must address data protection as part of the induction of new staff, and ensure that all 

staff responsible for managing data receive appropriate training and that this is regularly 
refreshed. Accurate and up-to-date records of training should be maintained. 

 
8. Offices must distinguish between routine personal data and sensitive personal data, as defined 

in the appendix to this policy, and recognise this distinction in the way that they handle data. 
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Principles of data protection  
9. All offices must ensure that: 

1. they process data fairly and lawfully, and in accordance with at least one of the conditions 
listed in Appendix 2 

2. they handle sensitive personal data fairly and lawfully, and in accordance with at least one 
of the conditions listed in Appendix 2 

 
10. World Animal Protection staff will obtain personal data only for one or more specified and 

lawful purpose(s), and will not process such data further in any way which is incompatible with 
that purpose or those purposes. They must understand why they are collecting personal data 
and what they intend to do with it. They must also provide clear and accurate privacy notices to 
individuals from whom they are collecting personal data, explaining how they will use the data. 
 

11. World Animal Protection staff will only collect personal data relevant to the stated purpose or 
purposes of collection. They must collect sufficient data to fulfil that purpose but no more than is 
necessary to fulfil it. Any excessive data obtained or held must be properly and securely deleted. 

 
12. Offices must be able to demonstrate that they take reasonable steps to ensure that the personal 

data they hold is both accurate and up to date. They should record the source of all personal 
data collected and also record any challenges to the accuracy of data, and their responses, 
especially in cases involving sensitive data. They should also consider means by which data can 
be updated, either directly by the data subject or by another party at their request. Offices must 
ensure that procedures exist to ensure that no unauthorised changes are made to data. 
 

13. Offices must not retain data for longer than is required by the original purpose of its acquisition. 
When no longer needed for that purpose, data must be promptly deleted unless local legislation 
requires or allows longer retention. Where appropriate, data may be anonymised so that no 
living person may any longer be identified either by World Animal Protection staff or another 
party. Any data no longer used, but which has to be retained, must be securely archived. Data 
must not be either collected or retained on a ‘just in case’ basis. 

 
14. In processing data, World Animal Protection must observe the principles below, which may be 

considered as rights, irrespective of whether they have specific legal force in any particular 
country. The data subject must: 
• have access to a copy of the information we hold about them 
• be allowed to prevent active use of their personal data for the purposes of direct marketing 
• be able to object to processing which is causing, or is likely to cause, damage or distress to 

the data subject  
• be able to object to decisions being taken by automated means 
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• in certain circumstances be able to have data corrected, blocked, erased or destroyed; and 
may in some countries be able to claim compensation for a breach of data protection 
legislation by World Animal Protection 

 
Offices must have a process for dealing with requests from data subjects for access to their data. 
 

15. Offices must take all organisational and technical measures to prevent the unauthorised or illegal 
processing of personal data, or the accidental loss or destruction of, or damage to, personal 
data held by World Animal Protection, especially when it is in transit or being processed off-site. 
These measures relate to both electronic and paper data, access to it, including by external 
parties, and the use of other devices, including by staff outside the office. Breaches of these 
measures must be reported immediately internally and externally to regulators, as appropriate 
and as required. All such measures should be fully documented. 
 

16. Offices are encouraged to share data with other World Animal Protection offices where there is 
an operational need or advantage in doing so, and should not unreasonably withhold such data 
if requested. Personal data may, however, be shared only according to the expressed wishes of 
the data subject. The transferring and any subsequent processing of the data must not 
contravene the local legislation of the originating office or any provisions of this policy. When 
planning to share data by any means outside the country or territory in which it is normally held, 
offices must be able to demonstrate clearly that the data and the data subject will be protected 
to the level required by all the other principles outlined in this policy, both during the process of 
transfer and once held by the intended recipient.   

 
17. As a charity, we will always be clear with stakeholders as to what we will do with their personal 

data, by means of a Privacy Notice in all communications with them, in accordance with the 
principle outlined in §11 above. 
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Appendix 1   
Definitions 

Data: Data is information which is: 
a. processed by automatically operating equipment; or 
b. recorded with the intention that it be processed by automatic equipment; or 
c. recorded as part of a relevant filing system or with the intention that it should form part of one;  
 
Personal data: Data is likely to be considered personal if: 
a. A living individual can be identified from the data, or, from the data and other information your 

possession, or likely to come into your possession 
b. it ‘relates to’ an identifiable living individual, whether in personal or family life, business or 

profession; it is ‘obviously about’ a particular individual; or is ‘linked to’ an individual so that it 
provides particular information about that individual 

c. The data is used, or is to be used, to inform or influence actions or decisions affecting an 
identifiable individual; or the data has impact or the potential to impact on an individual, whether 
in a personal, family, business or professional capacity 

d. The data has biographical significance in relation to the individual 
 
It is worth noting that where a group or data set is small, a person may be identifiable. Even if their 
name or other information is not recorded, it may be possible to identify the person from other 
characteristics which are known about them in the data set. It is also important to be aware that 
photographs, videos, etc, that fall within any of the above categories can count as data if they are 
handled in one or more of the ways mentioned above. 
 
Sensitive personal data: A higher degree of protection is required for sensitive personal data such 
as medical information or a person’s criminal record because the potential for misuse of such data 
causing harm to the individual is much greater. Sensitive personal data would include: 
a. The racial or ethnic origin of the subject 
b. The subject’s political opinions 
c. The subject’s religious beliefs or beliefs of a similar nature 
d. Whether the subject is a member of a trade union 
e. Information on the subject’s physical or mental health condition 
f.  Information on the subject’s sexual life 
g. The commission or alleged commission of an offence by the data subject 
h. Information relating to the commission or alleged commission of an offence by the data subject 
(i.e. the sentence of a court in relation to an offence). 
 
Data protection: This is the process by which individuals are protected from the improper 
management of data about them by governments, organisations and others, and by which their 
privacy and rights in respect of information about them are safeguarded. 
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Data subject: an individual who is the subject of personal data; this excludes people who have died 
or who cannot be identified or distinguished from others. It would include current and former staff 
and trustees, volunteers, applicants, donors and supporters, representatives of partner or target 
organisations, and other contacts. 
 
Data processing: this is in effect almost anything that might be done by an organisation with an 
individual’s data. It includes: 
a. storing, organisation, adaptation or alteration of the information or data 
b. retrieval, consultation or use of the information or data 
c. disclosure of the information or data by transmission, dissemination or otherwise making it 

available 
d. alignment, combination, blocking, erasure or destruction of the information or data 

 
Harm to individuals: the damage of any kind or distress that is or may be caused to individuals 
through improper processing of their personal data. 
 
Privacy notice: this is a statement made when collecting personal data, which should give the 
subject clear and accurate information about how the data will be used, a consent statement (in the 
case of sending marketing information to supporters) and who their data may be shared with. The 
result should be that an individual’s personal data is not used in ways which they would not expect. 
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Appendix 2   
Conditions of fair processing of personal data 
1. The conditions attached to §9.1 include the following: 
•   The individual who the personal data is about has consented to the processing 
•   The processing is necessary: 

- in relation to a contract which the individual has entered into; or 
- because the individual has asked for something to be done so they can enter into a contract 

•   The processing is necessary because of a legal obligation that applies to you (except an 
obligation imposed by a contract) 

•   The processing is necessary to protect the individual’s “vital interests”. This condition only applies 
in cases of life or death, such as where an individual’s medical history is disclosed to a hospital’s 

      Accident and Emergency department treating them after a serious road accident 
•   The processing is necessary for administering justice, or for exercising statutory, governmental, or 

other public functions 
•   The processing is in accordance with the “legitimate interests” condition 
 
The “legitimate interests” condition may be satisfied if your processing is necessary for the purposes 
of legitimate interests. Typical examples where the “legitimate interests” condition may be satisfied 
include a finance company processing data by passing contact details on to a debt collector, or the 
processing of information about professional contacts in other organisations. 
 
2. The conditions attached to §9.2 include the following: 
• The individual who the sensitive personal data is about has given explicit consent to the 

processing 
• The processing is necessary so that you can comply with employment law 
• The processing is necessary to protect the vital interests of: 
      - the individual (in a case where the individual’s consent cannot be given or reasonably 

obtained) or 
      - another person (in a case where the individual’s consent has been unreasonably withheld) 
• The processing is carried out by some types of not-for-profit organisation and does not involve 

disclosing personal data to a third party, unless the individual consents. This condition is quite 
restrictive and does not apply to most charities 

• The individual has deliberately made the information public 
• The processing is necessary in relation to legal proceedings; for obtaining legal advice; or 

otherwise for establishing, exercising or defending legal rights 
• The processing is necessary for administering justice, or for exercising statutory or governmental 

functions 
• The processing is necessary for medical purposes, and is undertaken by a health professional or 

by someone who is subject to an equivalent duty of confidentiality 
• The processing is necessary for monitoring equality of opportunity, and is carried out with 

appropriate safeguards for the rights of individuals 
• Processing to prevent or detect a crime where seeking consent would inhibit the ability to do so 


